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2.1. FaceForensics++
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2.2. DeepFacelLab
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ol Waks] =eubAl s7]918 e i 2, 9

Rofol w2t #AH A=zt A4S Fed 2
+5 o v e R gelo]a A elA] Fadk o
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2.3. Faceshifter
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3.1. ForensicTransfer: Weakly-supervised Domain
Adaptation for Forgery Detection
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(a2l 8) ForensicTranfer(36) 7ol (1) & =
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of, HIEE}F = latent spaces 7Pet Zm o|o|X|e| &
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o|gsl ZHES =F ool MSAIZIch (3) &&=
latene space?} E|AE 0|0|X|E EF5I=0 AIREC}
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256x256x3 Reconstruction Loss

- Residual
image —*

Label Conv 8*3x3 Tanh
Relu Conv 6*3x3
Conv 16*3x3 .2 Relu
Batch Norm. Batch Norm.
Relu Conv 12 8*3x3
! 1
I-Z‘-I Conv32*3x3 .2 Relu E
8 Batch Norm. Batch Norm. 8
o Relu Conv P2 16*3x3 o
a 1 t a
e [a]
Conv 64*3x3 {2 Relu
Batch Norm. Batch Norm.
Relu Conv 12 32*3x3
1 1
Conv 128*3x3 |2 Relu
Batch Norm. Batch Norm.
Relu Conv 12 128*3x3
/
Selection
15x15x128
Laicr Activation Loss
(38 9] ForensicTranfer(36) o AZ4Y 7=, ¢2o
2 oX A stES fIE oln|XE FEEich O F, ¢
Zo| olArol| o|o|X|E dof Msich & E AdHER
=4 g=eet CiRE| A7 gtrol|l ofsh HEtEl
ol slth =z ellA] 3 HA o]ol 5 AlF E 2
oJofollA] AEzlo| E(stride)S 22 AA 1 o]

1/169] A =E Zer) fadede A9 s
2 ubE7| $le) vk glolol & A7 ZE ool
A 2x29] #HIA o] % dMEF (up-sampling)S AH8-3}
dck ZA3 el A A dolo]ellA=
hyperbolic tangents AH§-3}1a, VA BE Hlo]o]
o 4] ReLU(Recified Linear Units)S AF&3}5ith
el7t]e] o}-%-3<l latent space— 15x15 o]w]=]7}
128702 74 =e] gl SA4elth 1287 F 64
A FEzsh ddEelgla, = o edl= Tt 2
o} edto] gl Ale] E-Z(selection block)ﬁ’ sk

sk HlolE 9] Zefas) A d FiE 002 A
she AEs Ak olE SR, ashe Holyrt Alx
22l A5 7 Feoh AddtEolo)E 6479 &
A ke 00 AR Aol

Ao B2 Unrt ox go Fusd Ak
latent space® F-E] AZ o|v|A| & AFA EE 3=

L=~L, .+ L, (21)

LElFIHL o}t olnAledlE L,
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spacel|+= Lm% 2—1%3}%1‘4. A= Lo dd8e =
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1 ’
L,=— > le+a'll (22)
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It
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pu A=l

)+ Y e, (2) — 1]

TES

Z\au — 1l +la, (=
+|a0(x)
(23)

714 a9} a2 47 AHke} 7ol digk S
9] Ll-norm= 58 7% 4 Qlch.

a(x) = %Hencoder(z)”l (24)

o714 ¢ Fe {0, 1}o]3 K& 7 Feflze &
gk AMZ ot

HAE A, 9% oo AAe [0 #43F =
7ol o|&git), vk AE x7) simela of Az}
al(x) > a0(x)e]™, A#e] 9= 1 wigjo|u}.
Ao ] AMEEE 324 JEZS &4 34
e, Aok A e RS FeElzel HiRE
ERE ohe; S o R AR E9ich
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of dlejx 2 M-S Halrh T-GD(Transferable
GAN—generated Images Detection Framework)[19]+
olelgt TS A3y Sl Aolws &3
GAN7|uEF wsflo] = &2 whjot}, & AellA= T-GD
o] o]3A wiAd 2 7= 2 i 12]al T-GDE
A 2 bl diste] Megiet

3.2.1. T-GD2| O|2X =&

Aolshire 712e) 4 g5 A D431 5

3 o
2 A AT AR B ol G
A %

2

AT eslel Azd 298 W

“é*— %]“9-3]'0:] ‘:]'~ H]O]Fﬂ Ao o
98l L -sPE A3 Holshas Aadith

Self training ™2 Teacher Model®] ©l4F A3}-2 &
43t¢]  Student Model2 FFAIA Zdlal 2
(Domain Adaption)S =°]7] $& H#FHelr}. Student
Models 35414 o eo]=5 Felste] xS
A8k}, T-GDE #10]53(transferability)2- 3AFA]
7] 3L Al (regularization)d =5 £A3}7] $15}ed Self
TrainingS AH8-3hc}.

322 T-GDe| 7= % sh&HMH

T-GD+= Aols3E& 47171 Sl A, ol
271714 (data argumentation), Self training % <

u
Aeke Bogh,

94, T-GD= Ho]strol L -SP 7A1S 23]
FC #ololelit L' A1 71ste], rja gt whx)st

3L Pre-trained model9] 7155 B E3

2
L'-spAE 443 £AF5E chewh e,

Jyy) +a o 2, (waw) +3 -

1
gz — D ‘QIQ (wfc)

(15)

(15)0ll4] J&= ZE~E Z3](cross-entropy) 3, 25
1) 4| 274 (fine-tuning) ¥ 7FE%], we
Pre-trained model®] 7}5*]o|™, a9} 3 Self training
HA A Ao ® 2AF

T-GD< Self training#] dlo]e] $7F 4 A& 37}
3}a7, Drop out[22] % Stochastic depth[23]5 Z-§-5}¢]
g FAE dEdch dele 7l JPEG
compression[24], Gaussian blur[25], random horizontal
flip, Cutmix[26]%5 &35l on 1 A& (28 10]3}
)

T-GD= 3k A=em 7}8x  FE3HWeight
Standardization), & 73K Group Normalization)<
g-g-3to] wix|Ate] =] FAGle] 2 A5E 7| E53HE
= sholet w3 U shrEd U2 34 (momentum)
+ Aolhsrel] Ag3lo] t}E THlelle AFA R
Aol7} 7FsstEE AA et
T-GD &% A= o3 22l AA,
CNN7|8e] |loflo] = &) wdls- sh<kilhc}. ofuf e
gt =& AHolehS $I3t Pre-trained modelZ A
aek B, L'-SPg Agalel doletire Aah
o] & %3| Pre-trained model®] 7153 AN B &

)
4 slek AlA, Holehsr ZH Y AE Self training =

L2 norm, w+

A<l

- JPEG Gaussian
Compression blur

briginal
Image

Random
harizontal flip

]
]
1
]
1
1
L}
[
[}
[
n
L}
(]
]
1
]
1
]
] Intra-class

: Cutmix
(38 10) Hlole Zzv|#ol ==l ofa|x| oAl g
ole Zz2rlwo| M2 olo|xs A=} slmslAe o
zt 7)dol w2 Xo[7t USS L 4 Yok
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Croas-Entropy Loss
4

Paallnapges  GAK-images
Real Images Teacher Clasaifier
E SellAraining #
Feadback -
Teacher Mode| c tianal .
on Seurce Data H:;.l“l;!ljmr;i Pt
L= Starting Poind
1 Final Loss
n..,:ﬂi.;t
mlhupllm
| Fully-Cespnacssd i
Target dataset I requigrization ’g 6
- Target
Cross-Entropy Loss
Student Classifier
Pre-Trained
Student Model
to b Trained on
Target Data
(3@ 11) T-GD &4 2= sgxol Hojstge gstol Wyt £Ee [2-SPE AIRSAT, mEt £22 MEZeso|Y
2 AFSstict.
A g =2 Wskglc} &, Pre-trained model®} 5% X 323. T-GD M=H7t
9] A S Teacher model¥} Student model®] FAE

W3kglc}, o|u] Teacher model- (15)9] o} ﬁ;_. z
Aels 27kl od3ke Seale) w3k Holshes 4
88 u] o|n|x]Q] Lo]|=E o] srdte] JJr;qutgﬁ
whA g (23 1] AAA Q) T-GDF-2E el
[Z23 12] Self training T35 Yepdch

————— Source ------. - — = Target with noise- - -

GANImages

Data Augmentation

Dropout

Pre-train

Teacher Model Stochastic Depth

X [Tradn Student Model

2 Seiaraining fer L -sP

Cross-entropy Less

Ezjojg 2x",
ahso| FgEIc).

(ag 12) M=
2 M=ZEso|y

JZoll FAIE =AM

7|1& Aol w3 vt
Self training, Hlo|E] 73711 <]
g}

T-GD9] 455 H718tE 7152 AUROC(the Area
Under a Receiver Operating Characteristic)o]w 1}
Al Aolghe s} wlole] FArIWt SeAEs
tt2A gk He|shsHQl Forensic Transfer, 7 74|
Aolstss wpo] H)ar)Abo]ch,

w3k T-GD9 Pre-trained model> ResNet3}
EfficientNet + 7}%] €& 7|ule g F&= o)

Jubdel Ho|gh<r Wyl T-GDE v|=3ls]S “H,
dubd el Holshg W2 ¥ (Source) lo|E] Al &
¥ (Target) dlo]E]A ko] A57Ee] Trade-oft7} A%
th ol Beol, odubd]l Aolshzub AR A
PG-GAN= 99.86%°] AUROCE 7|53}l ov), 1
dlo]ef Aol oF 549%2] A& AUROCE 7|53}l
I 2 StyleGANE o]% 47.37% &
AUROCE 7| =23l51 A5t 5% to]eAlal StyleGAN,
StarGANe| A= 2F 90%°] ¥ AUROCHSE 7|53}
itk Whlell, T-GD= Aojshs - ¢ dlo|ejAla} &
F dlolE Al mF o 95%9] o 715l

T-GD®] AelsH}
F8Ael diste] A<

Aol

Ay
T,

5
e
o
53

0
s
pud
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ForensicTransfer?} T-GD2| Al5< ¥]3}9S of,
ForensicTransferv= HAAA 2 ok 50%~75%2] F
AUROCE 7|53 WHd, T-GD= °F 95%° =&
AUROCE 7|Z3ich,

T-GD9] Pre-trained modelol] w2 2}o]E v]w3}y]

< v EfficientNet-B07} ResNet®t} dubgd oz =2
AUROCE 7|53t} Whdell EfficientNet-B02| s}e}
"E] 4= ResNet] 1/75F0]t) o]& E3 T-GD<J
s Fepule] Aol AAA] Ajte] gl5E & 5
t}.
Self training 55 T-GDol|A] §-2]7]8F #fo] & o]
Folfich Aok A A& dlo|e Al 3 dlo]e Al
o4 AUROC A7} AAA o2 et deole &
7} 71 oA =3 T-GDolM f-ojvlgh Axs &3
o} dlole] S 7S A&l S 7% - HlolE Al
oA 2F 10%°] AUROC7} 715t}

T-GD<= the Aol vl &2 Aols3dS 7%
3193ar, A vlofe Al tigk AR EAe] Qi T
= =2 AoleE s niee g AEA Jehts Ho]

Mo rlo

32

L =
ol tjs] HelshsS Tl whEA s & 3L A
o7 walt} w3 T-GD oA A+ GANS| wEld]
|

A HE
8317 7] wEel o8 R o2 ARgE 4 9)r)
SA1TE, GAN 5] 7|9e] whalx} tj&o] GANO|"|%]
A 7)€ et sk glo, WA o|m|x] MA7|%
of digt dlole] 42 od3] sfAslol & AR F

osieh.
3.3. OC-FakeDect

o] o136]°ll4l+= VAE(Variational Autoencoder)
& slihe gslolzsh 2 o4 WA A% e
£ one-class ¥ 299l OC-FakeDectE A|Fg}. o]
1ol 4] AHRE MRS Fbst sl L o)A} of,
AAl A A A o|vAlE BhsF dlolE = ARE-Sto]
Sslo) 2 sk Aie @ 5 ke 2 2]
t}. =3k one-class 2@ 7)ol FaceForensics++
Auka dlol el AHg-stgl om A oA 7]

FRAFAR 2 ASEE Helrh

E ¥2 o

R

3.3.1. OC-VAE(One-class Variational Autoencoder) 27}

One-class ¥7 2de 2E =37} 24 sk}
Fdll2 “AAP (normal)ell 4310, Y] P55 = “B]
A} s ?o)AFX”(anomalies)® ZFEth S BT
U= one-class ¥ 3 oA ©X]of| A14-Hc} 2 &
dIHE g ovAY Al SAS s
g dlofelE AT, & AT LRES B2
ek &, “AAP(normal) dlolel= el AREE AL,
“BIAA} = o] 4] (abnormal) Hlo]E = o)Ak A=
AT SFES 75T of B SR L EQIR
Y= FE849l 7|2t gle A EA el APEA] B
dolc}, olefgt LEIFLE A A e =
do] VAE(Variational Autoencoder)[27] o]t} VAE=
gl A4 md HA(calibrated) FES AZ3}
of Hale]= o]n|A] ¥4 A5 =k wpebA] o] o
T-oll A= OC-FakeDectE #-4-3l] L EIFH Hr} gF
4 w7 s dsgdh

3.3.2. VAES} &4 &4 4 7N

il

A
Ll

[23 13]2 UHHH3l OC-VAE®] F&& viehfir]
OC-VAE+ DPGM(Directed Probabilistic Graphical
Model)[28]2-2 1t e} WA 7|(H A2 A= o]
stk VAES| &A= oha3) 2t

L(0,0.2) = Dy (q,(2lz) | py(2)) (17
o E:L,(z\x)(p(?(zlz))

(17)2] A WA 32 KL divergence[29] 2% latent
space®] A Ql o3} Sltolrh 13 a - A &
< Monte Carlo HHH[30]22 AKX wl37A &2,
OC-FakeDect®] +4 e thit 2ok

do

Loc- gurepea = Drr N (pu(2),0(2)), N(0,D]  (18)
+ x=p(2)|*

(18)elA X+& 418, p,(X12) 32 p(2)L tzH9
ZHolt}. D, Al FZlA 7FA
Mu(z),o(z)) 9} fAelES vEHaE 78kl
(% 13]9] 3He4) he] BEe) vehd 2= 7494

2
M
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/ Larent Space \

Reparameterization
. ‘Outpur Image (bgr)
Decoder 3x100x100

Input Image (bgr)

331003100 Encoder

16x100x100
32x50x50

32x50x50

64x50x50 X252 64x50x50

Cony2D Conyv2D Cony2D Cony2D
u‘h_\oun |Barch N orm atchNorm| BatchNorm|
ReLU ReLU RelU

N 4

1% 13) FaceForensics+ + datasetollA] =& Ax L 7 Iz A= o|o|X|ef of, A #Hw Y AX o[o|X|E =
atst whal of2) Ch2 We DF, F2F, FS, NT % DFD dat

aset®| 7% o|o|X|& ZFSict

—

b BEEHE L FE Wgpolrh Q0)dlA X= 7]12 Qld, X'& ATA™ ot
Z=o0(z) X ¢+ plx),s ~ M0.J) (19)  333. OC-FakeDect 7=

(19 3HA) ¥ 27} 4% $22 w27 5, VAE [ 13]9] vebd OC-VAE F22 7Hko2 =k
% ‘V%:Eﬂ ]7]% 7}‘\]3”]' ‘[01‘/\]'6‘]'7'” 0] o‘i:lloﬂ/ﬂ Xﬂ/‘]éﬂ' _‘?_‘% Oﬂ/ﬂ—“—:— OC-FakeDect-lS’} OC-FakeDect-ZE Xﬂo ']—T;]-
& FRAA F EE gt AL} 7b dF olvlA| OC-FakeDect-1-> 53 ¢lzr]¢} t]zm] £5& A
% :?_Hé—‘;"]'7] %KH/( “E‘ O]U]X]‘é S % _g_t‘ﬂ;q_ BE-(‘ﬂ_ ZH?_AJ Xd'/l:% 7‘“&@' “HE‘ 7]% 0‘:}851' X
Zh S ARghe Alo] Fgslh o] wEeE AT o g7dE 29 X2 o83l 20)9l AIAE RMSE
A AH4E A4kt o) RMSE(Root Mean Squared 2 Al OC-FakeDect-2= t]z] =o —?—7]—7“ o
Error) 2 Ak} Q3r] 22o] sl 17w 3 WA AZre] =

Qb u(X)9h 19 elvlAle] F WA Qlzr]e) zeﬂoL
R MSE = (20) (X)E o]43lo] RMSEZS AAlgltt o] AFelx+

M 9=

B AT AeE 7] Y8 F71Hq 2y
28 o] 43le] Y & o gruE AA o]n]ZA]
95 o] ZFHor 2EeEE Fh

Jlm mlm

N,

3.34. OC-FakeDect M=%}

Reconstruction Score

453 7}=  FaceForensicst+  dataset>-ZH-E]
precision, recall Z®]X Fl scores o]&3tsich
= 98l OC-AEE o]~
ghglo g *-;1?4%}314 % OC-FakeDect-&  0.465%-E]
0.6692] & F1 A5 w2 OC- AEED]’ o 224
<= dlelE Al A 7}

2 Zo F] HL4E o ‘}i\ﬂr 53], OC-FakeDect-2+=
DFD(Deepfake-detection)ol| A 74 =2 AHI}EE 1B

{a) OC-Fake Dect-1.

(b) OC-FakeDect-2.

(3& 14) OC-FakeDect 7=: (a) OC-FakeDect-1 Qo . o A5k
S 9 ojnlRZRE MPY HEE SA s =4 NIMeuraTexture)ofl = 7 W7 2 52 55
) OC-FakeDect-2= F71&l olarf Txet 8 A% =5 Holrh mebd OC-FakeDect theFah f-3¢f 7}
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